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INESC Technology and Science (former INESC Porto) 

INESC TEC is an Associate Laboratory with 30 years of experience 

in R&D and technology transfer. It incorporates 12 R&D Centres 

and one Associate Unit with complementary competences. 

INESC TEC mission is to advance science and deploy high 

technology in the service and industrial sectors by creating and 

spawning research teams who perform science based innovation. 

INESC TEC brings together more than 800 collaborators, of which 

around 300 have PhDs, forming a robust cluster with 

complementary skills and with notable international presence.  



INESC Technology and Science 

R&D Centers position along the value chain 
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Risk Analysis – Methodology 

1. Risk Identification  
  Risks that may appear in each stage of the battery life cycle; 

 

2. Risk Evaluation  Qualitative evaluation of the risks; 

 

3. Recommended Mitigation Measures  
  Safety measures to mitigate the risks; 

 

4. Risk Re-evaluation  Qualitative evaluation of the risks assuming that 
the recommended mitigation measures were implemented. 
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1. Risk Identification 

» Results obtained from surveys made to the STABALID partners 

 

» Literature review 

 

» Expertise of specialized staff of SAFT, INERIS, TÜV and EDPD  
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1. Risk Identification 
 
» Risks divided by categories 
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Risk/Hazard

Categories

Mechanical

- Vibrations

- Noise

- Mobile or 
rotary 

component

- Shock

- Compression

- Sharp or 
cutting object

- Metal 
Projection

Chemical

- Flammable 
substances

- Combustion

- Acidic/basic 
substances

- Corrosive 
substances

- Carcinogenic

- Toxic 
substances

- Exploding 
substances

- Asphyxiate 
substances

Electrical

- High voltage

- High current

- Electrostatic 
energy

- Electromagnetic 
radiation

- High frequency

- Presence of 
ignition source

Thermodynamic

- Source of 
high 

temperature

- Source of 
low 

temperature

- Heat transfer 
source

- High 
pressure

- Low pressure

Radiations

- Infra-red and 
ultra-violet 
radiations

Biologic

- Viruses and 
bacteria

- Vermin

Environmental

- Humidity

- Flood

- Ice

- Rain

- Snow

- Lightening

- Wind

- Salt

- Sand and 
dust
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1. Risk Identification 
 
» Stages of the battery life cycle 
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1. Risk Identification 

» Two analyses were made for each stage of the battery life cycle: 

» Internal problem analysis 

» External peril analysis 
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Battery Environment

Internal problem analysis
(aggression over the surrounding environment)

External peril analysis
(aggression from the surrounding environment)
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1. Risk Identification 
 » Risks were mapped in the battery life cycle stages  
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Production

Internal 
Problem 
Analysis

-Weakened cell 
structure

- Overall 
production 

Quality

- Bad assembly

- Bad conception 
regarding the 
constructive 

aspects

Storage

Internal 
Problem 
Analysis

- Sharp or
cutting Objects

- Flammable substances

- Acidic or corrosive 
substances

- Carcinogenic substances

- Toxic substances

- Asphyxiating substances

- High Voltage (>120V)

- High Current

- High Temperature

- High Pressure

External 
Problem 
Analysis

- Vibrations

- Shock

- Sharp or
cutting objects

- Metal
projection

- High voltage

- High current

- Electrostatic
energy

- High
temperature

- Vermin and other 
animals

- Humidity,
condensation

- Flood

- Rain

- Salt

- Sand and dust

Transportation / 
Removal

Internal Problem 
Analysis

-Flammable substances

- Acidic or corrosive 
substances

- High Temperature or  
Heat transfer source

- High Pressure

External 
Problem 
Analysis

- Vibrations

- Shock

- Stress, Compression

- Sharp or
cutting objects

- Metal
projection

- Electrostatic
energy

- High
temperature

or

Heat transfer source

- Humidity,
condensation

- Rain

- Salt

-Sand and dust

Installation / 
Decommissioning

Internal Problem 
Analysis

- Sharp or
cutting Objects

- Flammable substances

- Acidic or corrosive 
substances

- Carcinogenic substances

- Toxic substances

- Asphyxiating substances

- High Voltage (>120V)

- High Current

- High Temperature

- High Pressure

External Problem 
Analysis

- Vibrations

- Shock

- Sharp or
cutting objects

- Metal
projection

- Electrostatic
energy

- High
temperature

- Vermin and other 
animals

- Humidity,
condensation

- Rain

- Sand and dust

Operation

Internal Problem 
Analysis

- Mobile or rotary component

- Sharp or
cutting objects

- Flammable substances

- Acidic or corrosive substances

- Carcinogenic substances

- Toxic substances

- Asphyxiating substances

- High Voltage (>120V)

- High Current

- High Temperature or Heat 
Transfer source

- High Pressure

- Overheat

- Internal short circuit

- Over charge

- Recharge of an over discharged 
cell

- Loss of cell tightness

- External short circuit

- Fire

External Problem 
Analysis

- Vibrations

- Shock

- Sharp or
cutting objects

- Metal
projection

- High Voltage

- High Current

- Electromagnetic radiation

- Electrostatic
energy

- High
temperature or Heat transfer source

- Vermin and other animals

- Humidity,
condensation

- Flood

- Rain

- Lightening

- Salt

- Sand and dust

Maintenance / 
Periodic Inspection

Internal Problem 
Analysis

- Mobile or rotary 
component

- Sharp or
cutting objects

- Flammable substances

- Acidic or corrosive 
substances

- Carcinogenic substances

- Toxic substances

- Asphyxiating substances

- High Voltage (>120V)

- High Current

- High Temperature or 
Heat Transfer source

- High Pressure

External Problem 
Analysis

- Shock

- Sharp or
cutting objects

- Metal
projection

- Electrostatic
energy

- High
temperature

- Vermin and other 
animals

- Humidity,
condensation

- Rain

- Sand and dust
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2. Risk Evaluation  
 » Risks probability of occurrence (P) and severity (S) were defined upon 

agreement with project partners  
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Level Probability 

1   hP /10 9
Improbable Event 

2   hP /1010 79
Remote Event 

3   hP /1010 57
Occasional Event 

4   hP /10 5
Probable Event 

 

Level Severity Description 

1 Minor 

 Slight degradation of battery performance  the owner can still use 

the battery 

 Maintenance operation is advisable, but not mandatory  limited cost 

impact 

 Low risk for user or operator  small reduction in safety conditions 

2 Major 

 Considerable degradation of battery performance  the owner can 

still use the battery but a quick maintenance is requested 

 Low risk for user or operator  important reduction in safety 

conditions 

3 Hazardous 

 The battery is out-of-service  possibility of significant damage on 

the battery 

 Immediate maintenance is mandatory  significant intervention cost 

 Low risk for user or operator (possible injury)  large reduction in 

safety conditions 

4 Catastrophic 

 The battery is out-of-service  major damage on the battery 

 Significant risk for user or operator (significant or fatal injury) or 

important environmental degradation 

 

RA 
S 

1 2 3 4 

P 

1 Acceptable Acceptable Acceptable Tolerable 

2 Acceptable Acceptable Tolerable Intolerable 

3 Acceptable Tolerable Intolerable Intolerable 

4 Tolerable Intolerable Intolerable Intolerable 
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2. Risk Evaluation  

» Example of the Transportation/Removal stages  
  Internal Problem Analysis  
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3. Recommended Mitigation Measures 
 » A set of 43 risk mitigation measures were proposed  
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3. Recommended Mitigation Measures 
 » A set of 43 risk mitigation measures were proposed  
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» Example of the Transportation/Removal stages  
  Internal Problem Analysis  
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4. Risk Re-evaluation 
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STALLION FMECA – Sub-system level approach 
 

System 

Pack 
Pack 

Pack 

Module 
Module 

Module 

Block 
Block 

Block 

Cell 
Cell 

Cell 
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System hierarchy 
 

 

Cell 

Module 

System 
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Probability 

» Probability = function ( initial failure rate, failure of present measures,  
   number of components ) 

 

RA 
S 

1 2 3 4 

P 

1 Acceptable Acceptable Acceptable Tolerable 

2 Acceptable Acceptable Tolerable Intolerable 

3 Acceptable Tolerable Intolerable Intolerable 

4 Tolerable Intolerable Intolerable Intolerable 

 

  
# cells per 

level 
# blocks 
per level 

# modules 
per level 

#packs per 
level 

cell         

block 7       

module 14 2     

pack 224 32 16   

system 28000 4000 2000 125 
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Failure propagation 
 

Pack on fire Live parts exposed 
System 

level 

Module on fire Live parts exposed Pack 

level 

Block on fire Live parts exposed 
Module 

level 

Cell on fire … 
Block 

level 

Overheating  Internal short 
Cell 

level 
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FMECA results 
 

Module –  

Additional  

measures 

System –  

Present  

measures 

System –  

Additional  

measures 

Module –  

Present  

measures 
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Conclusions review STALLION FMECA 

System level Pack level Module level Block level Cell level 

(No risk class 3 

  failures) 

(No risk class 3 

  failures) 

(No risk class 3 

  failures) 

Pack on fire 
Module on 

fire 

Release of poisonous 

gas from pack 

Release of explosive 

gas from pack 

Electrocution by live 

contact with pack 

No sufficient 

gas flow from 

cooling tubes 

Risk class 3 failures per level, 2015 
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Risk assessment – Conclusions  
» Risk of fire propagation: 

» Start with safe materials/cells – fit for application  presentation 

» Apply thermal barrier between cells in module and between modules 

» More data from cell manufacturer is needed, e.g. runaway inception temp 

» Venting tests to quantify cell venting risk 
 

» Risk of release of explosive gas or poisonous gas: 

» Apply detector for toxic and/or flammable gases 
 

» Risk of electrocution: 

» Provide strict handling/maintenance procedures, PPE (the human factor) 
 

» General design rules for safe system 

» BMS safety functions should be redundant 

» Apply UPS for BMS if battery is empty and off-grid 

» Fail-safe mode of all electronics 
 

» STABALID-STALLION test procedures: 

» Extra tests for certain safety issues  presentation 

» Perform location study for risk of flooding  
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